EUROPEAN Seminarin Ponta Delgada, Azores
OF REGIONAL 15-17 October 2026

OF REGIONAL
AUDIT INSTITUTIONS

Public Audit and Artificial Intelligence

Auditing Artificial Intelligence

Ernesto Armada, Information Systems Auditor
Audit Office of the Valencian Community

Unidad de Auditoria de

Sistemas de Informacion

A
COMUNITAT VALENCIANA



Contents of the presentation

La Sindicatura de Comptes

Auditing Generative Al: a real case study

Auditing processes that incorporate Generative Al
The use of Generative Al in auditing

Conclusions

SRR ONONS

Public Audit and Artificial Intelligence



01

La Sindicatura de Comptes



La Sindicatura de Comptes

UASI (Information Systems Audit

. . Multidisciplinary teams
Audit F)fflce. Unit, in its Spanish acronym) P y
Established in ?98.5 . Unit setup in 2008 Financial and Information
As 0f2026, the institution has 110 . . - .

9 auditors (engineers, IT specialists, Systems auditors
employees

economists, CISAs)

Members of the
Board (3)

Secretariat
I I I I I I
9 auditors 9 auditors 9 auditors 9 auditors 9 auditors 9 auditors

1
UASI
9 auditors

https://www.linkedin.com/in/ernestoarmada/




What do we audit? Some data
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32,000 M€ 170,000

Regional
government
budget

Public
employees

Accounting
(SAP)

70 million
accounting
records

Payroll

35 million
payroll
records

5.5M

inhabitants
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Auditing Generative Al:
A real-world case study: housing rental assistance
grants



Audit strategy

PROCESS TASKS SYSTEMS RISKS CONTROLS
Acquire an Identify the tasks Identify the systems that Identify the risks Assess the controls
understanding of performed by Al support Al associated with the use
housing rental of Al

assistance grants
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Al supports the efficient management of subsidies

19,000

applications

Application
submission

The applicant
completes the
online
application
and submits
the documents
(contract and
receipts)
relating to the
grant.

5,000

aid granted

60,000

receipts reviewed - 12 months

Examining the

ile (assessment

and calculation)

Acquire an understanding
f housing rental assistance
grants

€15million

total amount allocated

> > Grant award > > Payment

Opening a
subsidy file,
processing
53 2
. Classification of
Opening of

file

The documents:
contract and
receipts are
collected via an
automated
process and are
sent to Google for
their processing /
review.

the documents
5

L “— i

Document

processing by Al

Transmission of
the data extracted
to ESTER for

further analysis

The data returned
to ESTER relating
to the documents
is collected.

. —

. —1 -

]
T I{$:I1

Interpretation of
the information

via an automated
process.

®

_~" BANK

P
"']

Publication of the
approved rent
assistance grants.




The system connects the management application to an external Al service

Housing rental grant application

Application of subsidies
Frontend (Web)

& Grants

L i Welcome

Manage grants and applications
B Callforproposals

B Applications. E HTTPS/REST

2 notiications [ Applications < 5
3

12

@ Help
Quick access
& View open calls for proposals
& Myapplications

@ Evaluation reports

Q My notifcations

& B Q &

C .
management  of calls for proposals and alerts of applicants

Backend
D R @ N
API Middleware
Exposes REST Integration and
services for orchestration layer

consumers, modules,
external systems, etc. o
/ Integration with
internal systems
Authentication and :
& Gt + Data transformation
 Business rules

management

' Scheduling and
monitoring

+ Input validation

+ Business logic

External systems / Integrations

i E3 B

Public Identity Document Management

System

(e.g. government AP, (g, LDAP, etc) (e, Alfresco, etc)
etc)

e

Database

Data storage

+/ Tables and stored
procedures

/' Views and rules
+ Connections

+ Documentation

Cloud Services
(e.g., AWS, etc.)

REGIONAL GOVERNMENT

DATA CENTRE
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TEMPLATE FOR A LEASE AGREEMENT OF A PROPERTY FOR THE
TENANT’S HABITUAL RESIDENCE.

RESIDENTIAL LEASE AGREEMENT

PARTIES

On the one hand, Mr./Ms. [...] (owner/landlord), of legal age, marital status
[...], profession [...], residing at [...] (location), with an address at [...] street,
no. [...] floor [...], and with National ID No. [...], hereinafter referred to as the
landlord (owner).

On_the other hand, Mr./Ms. [...] (tenant), of legal age, marital status [...],
profession [...], residing at [...] (location), with an address at [...] street, no. [...]
floor [...], and with National ID No. [...], hereinafter referred to as the tenant
(tenant).

THE PARTIES AGREE

The parties acknowledge that they have the legal capacity required to enter into
this agreement and bind themselves, in particular, to grant and sign this
RESIDENTIAL LEASE AGREEMENT, and for that purpose act in their own
name and on their own behalf and rights, being responsible for the truthfulness
of their statements. They hereby agree as follows,

Identify tasks
performed by Al

Contract data 2 OK

Missing information—> ID document,

postal address, signature

Al system D\

Google Cloud

TERNAL DATA CENTRE



Knowledge of the technical characteristics

Contracts and receipts l

)
;

Firewall
(Perimeter security)

/ " API
/ Cloud (.R EJinsne-n:mI:geeS;ent
Infrastructure ® Requests and cases
e Queries and notifications
& J
| f ; \
Middleware
\ (Business logic and orchestration)
\ e Validations
//- ® Business rules
/ & ® |Integration with internal systems )
/
_ |
/
| ( o a %
_[ s Database
Data storage
Users Documents Processed
Log Info
\
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Identify the systems that
support Al

Al / Analytics \

aws Amazon Bedrock
)

e Document processing
e |Information extraction
e Assistants and chatbots

6 ¢ Analytics and reporting y
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Questions for identifying the main risks

RO1: Al Governance

Have policies or guidelines on the use of Al been introduced?

R0O2: Biases

Have any biases in the results been identified and mitigated?

R0O3: Privacy and confidentiality

Who has access to the provider’s cloud?

Can the information send to the Al be used to retrain the Al?

What information is stored in each database, and who has
access to it?

R0O4: Regulatory compliance

Does the system comply with applicable legislation, including the
GDPR, the Spanish National Security Scheme (ENS) and the EU Al
Act?

Is there a contract governing information exchange with the
cloud?

Public Audit and Artificial Intelligence

Identify the risks of

using Al

J

The Al systems used in the
management of social and housing
assistance are considered high-risk.

EU Al Act, Article 6(4)- A provider who considers
that an Al system referred to in Annex lll is not
high-risk shall document its assessment before
that system is placed on the market or put into
service

Audit implication: check the classification,
the documented assessment and the
obligations associated with it.

11
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Auditing Generative Al:
Methodology, audit standards and guidelines



Distinctive characteristics of AI which challenge traditional auditing

Q
Opacity

The internal logic of the system
(“black box”) is not

transparent

Public Audit and Artificial Intelligence

A

Non-determinism

The same input may produce
different outputs due to the
model’s probabilistic nature
and sensitivity of the model

context.

MAJOR IMPACT

[ Audit evidence ]

Adaptability

The behaviour of the system
may evolve over time through
updates, retraining or interaction
with the user.
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The auditor must ensure the reliability of the audit evidence

ED-ISA-500 Audit Evidence
ED-ISA-330 The Auditor’s Responses to Assessed Risks
GPF-ICEX 5381 Audit guide for management processes integrating Generative Al

Glformation and\ / Further audit procedures \ / Reliable evidence X
mation

Information Technology data Evaluate the reliability of the infor

Systems _
° Authenticity E b

((()

Databases

Accuracy
Documents
and records

(i)
3

Completeness

Applications
and processes

3
FI VN

it

Credibility

T ¢ @

External sources

‘..‘ Absence of bias

2N /

@& O & M

-

Artificial Intelligence J




The audit of a process using Al does not change the aim of the work

Obtain an understanding of the management process in which
Generative Al is implemented

. Identify and assess the Al-specific risks

Revision de los CPI (GPF-OCEX 5340)
De la entidad y

- - ’ Val I ] inar I
su entorno (18) 'dir:ﬁ:r L 'd';:"\';"’ cm:’z‘:',;s \dentificar ) :i:::;s“ "_':ﬂ:':_: =
y del marco ; RIMlad en las afirmaciones sil;:i:i-ziﬁ\lzs i al
. . Ll " . en los est os il i ']
Review the Information Processing Controls de infofiagey fnanceros Yy Gz iz} i | e cah
financiera (20) (28.2 y 30) (31) (32) - -
u Procedimientos posteriores

de auditoria
o \ (NIA-ES 330) i

(26.3) (26.d)

Delsistema R (SN S S Pruebas de
de control controles

interno
(21a26)

Identificar Identificar los Evaluar el 1
. e S i Iu'.hmdn : 9:::‘:- i Procedimientos
. e p a el rie
Review the IT General Controls e i i |1 !
significativas significativos relevantes (34) 3 :
1
1

e Design and implement subsequent audit procedures, including
tests of the operational effectiveness of controls

HanHice e Identificar Evaluarel N\
aplicaciones TI aspectos del ke Probar la
: s riesgos CGTI que disefio e im- il
(significativas) entorno TI 2 ] eficacia
o sujetos a erivados del responden a plementacion operativa
! estos riesgos de los CGTI

"mj“ : ’i:;_f_':)" (26.c.1) (26.c.ii) (26 |4 delercem

Obtener conocimiento

Evidencia de
auditoria

ntre paréntesfs se indica el apartado correspondiente de la NIA-ES 315R/GPF-OCEX 1315R)

‘ Document the entire process

a Analyse findings and draw conclusions and recommendations
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Al risk areas to be assessed by the auditor

Al Governance Hallucinations Bias

Dependence on
external
providers

Lack of human Cybersecurity
oversight

Public Audit and Artificial Intelligence

Privacy and
confidentiality

Regulatory
compliance

16
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Use of Generative Al in auditing

GPF-OCEX 5371



GPF-OCEX 5371: The use of Al in auditing

Chart 9 - Assessment matrix

Type of information to be used

Non-anonymized Anonymized
sensitive data sensitive data
SPI ANOM ODS

Open data
OGD

Non sensitive

Ad hoc system /

internal system
<
©
g External system !
=
[

Non-corporate

|
system : ° ° °
Permitted use I Conditional use (depends on the Al usage policies ° Non-authorized use of Al

of each Spanish regional audit institution)
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Three successful Al use cases in auditing

Devel f Pyth licati f ducti di IMPORTANT
evelopment of Python applications for conducting audit tests No data was sent to an external Al

system in any of these use cases.

Financial audit
Validate roles and privileges in SAP

Support for developing a Python application that validates all roles and users in SAP S/4HANA.

Compliance audit
Review local public sector contracts
Support for developing a software tool in Python capable of comparing information scattered in several systems.

Operational audit
Geospatial analysis for auditing emergency assistance grants

Support in developing a Python application capable of GIS-based analysis the areas affected by the DANA weather event and the
emergency grants awarded.

19
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Conclusions



Conclusions

@ Auditing a process using Al does not

change the aim of the work.

Obtain knowledge, assess risks, review the controls that
mitigate those risks, and draw conclusions and
recommendations

@ Main risks:

e Governance

 Bias

 Hallucinations

* Dependence on external providers
* Privacy

Public Audit and Artificial Intelligence

We have developed guidelines for
. auditing Al and using Al in auditing.

GPF-ICEX 5381: How to audit processes that use
Generative Al
GPF-OCEX 5371: How to use Generative Al in auditing

Q Public administrations are already using Al

Such cases are still relatively uncommon, but Al is here
to stay.

Public employees are already using Al, and its use will
continue to grow.

21
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Thank you!

Questions and debate?

Ernesto Armada - earmada@sindicom.es - Audit Office of the Valencian Community
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