four lines of defence for safe data

experiences in auditing information
securlty




why auditing information security?

local authorities more and more work with highly
sensitive information

e growing attention for privacy; new regulations (GDPR)

* In Rotterdam big data leak, also of councillers!

« formal request of council for audit
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three audit perspectives

* has executive board formulated an adequate policy?
e |s this policy implemented well?

e does it work?
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formulation and implementation

« well formulated policy

- risk analyses
—> privacy impact assessments
—> pdca-cycle

e not adequately implemented
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does information security policy really
work?

four different tests:

e external penetration
 Internal penetration
e walking In

« social engineering

performed by specialized bureau (ethical hackers)
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FIRST line of defence:
secure your systems from
outside intruders

how to test:
« externally from the internet, outside municipal offices

e without notification!

few vulnerabilities:
e Non secured websites
o outdated web maill installations
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SECOND line of defence:
secure your systems from
Inside intruders

how to test:

 Inside the municipal offices, with own devices
 trying to hack with or without given account/password
e again: without notification

severe vulnerabilities

« able to detect administrator’s password

* NO segmentation

« able to get in everywhere, to do everything
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THIRD line of defence:
do not let outside intruders
get in physically
how to test:
 try getting unauthorized access to municipal buildings

easy to get in:
* In every tested building

e access to sensitive paper documents and (server)
rooms

e never stopped, sometimes even accompanied
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FOURTH line of defence:
strengthen awareness of employees

how to test

« drop contaminated usb-sticks (in combination with
walk In tests)

e spear phishing
e Vvoice phishing

awareness not strong
« several sticks opened
* Infected links opened

Rekenkamer
ROTTERDAM




she htng Hevalderende Vrenden 20U araaq een ke

SR L tanen welen of g v

Ehvast bedankt

et ynendelpe groet

>ent wih Protonklai Secure Ema

§8.1 KB % 1 ie aftached

— g 1l 5 P

= .‘!:Ili: DEZOEREDN [ ner

n
' AOENA passen?

én enkele voorgestelda da

e r=1 !

WEKEN NN D0ES0

2N I

Rekenkamer
ROTTERDAM



overall conclusion

 despite rather well protection against external
Intrusions, still combination of:

- failing security against attacks from inside
- failing physical security
- too little security awareness employees
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Implications

« failing security not just technical issue or
administrative problem

e Implies severe risks on:
- Identity fraud
- physical unsafety public officials
- disturbance of public order
- sabotage of public services
- misuse of public resources
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finally

discussion on publication results

principle of responsible disclosure

follow up audit after year:

- hackers did not succeed in getting In
- physical security improved

- much stronger awareness employees

Initial audit very effective
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