" International Seminar «Conducting audits on cyber- and information security»

State financial control and audit in digital reality:

challenges and prospects

Irina Tulyakova

The Chairwoman of the Accounts
Chamber of Vladimir Region
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Damage is about
40 million of $500 billion

cybercriminals

Every month

Number of virus attacks + 3%
Number of attacks on Web-services + 2,5%

Number of the devices 0
and e-wallets theft + 315 A’

Number of new + =~ 12 million

malicious software




Possible effects of inefficient security of the systems and networks

* Loss and theft of computer resources, assets and funds

* Unauthorized access, release, altering, destruction of information related to the
national security

* Destruction of critical infrastructure providing the national security

* Disruption of performing the inherent functions by the government institutions

* Unauthorized applications of computer resources
* Impairing networks and equipment

* Great expenses on restoration
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St. Petersburg International Economic Forum (2017)

«In order to increase our
personnel, intellectual,
technological advantages in
digital economics, we are
going to act in the areas
having the system meaning.

@ SPIEF'17 NM3a'17

s
First, it is necessary to create quite new and flexible regulatory database for

introducing digital technologies in all spheres of life. All the decisions must be made

in the light of providing information security of the state, business and citizens...»




‘ Vladimir Region

-  investments in information and communication
technologies in the sphere of state administration

2,3 billion rubles

There were built more than 6 000 km of fiber-optic ? ‘

communication lines including 1 500 km in the countryside

270 inhabited localities are connected to the
Internet; 240 rural communities being among them

347 000 households received an access to a high-speed
Internet and digital television



Video on Demand

Multiservice network has been

created

Public Services Portal of the Russian
Federation provides

. . roc
122 public services  ycnyru

IP-telephony

- mobile network

.....

More than 62% of citizens use the
mechanism of obtaining services in a digital form



Vladimir Region

Information systems

*
P - more than 4,5
million applications

g

- more than 400

«Electronic school»
schools

- 700 000 users

/
«Electronic college» ‘ - 32 offices




I System of information

modelling

o

Technology of “big
data” collection and
analysis

Smart Mobility Smart Economy

Tools of realizing the concepts of
electronic economy
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Auditor in digital economy

There is a need for a cybersecurity
new qualitative level of IT technologies 2'%
training auditors having

the knowledge in the ,
area taxation ‘:'3‘*'-'-
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Accounts Chamber of the Russian Federation
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System of the remote access to the e-documents of the

Chamber of Control and Accounts of Volgograd Region
Scheme of secured WKS of the

remote connection
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The Chamber of Control and Accounts of Moscow (CCAM)

/\/\ THE CHAMBER OF CONTROL seARcH
.\ AND ACCOUNTS OF MOSCOW
Choice of language:
Pyccrnit | English
ABOUT THE CHAMBER ~ ACTIVITIES PHOTO GALLERY ~ DOCUMENTS ” CONTACT INFORMATION ~

ADDRESS OF THE CHAIRMAN OF THE CHAMBER

Welcome to the site of the
Chamber of Control and Accounts of Moscow!

We invite for the dialogue the citizens and all those who are not ing
are spent, about the way how the budget of their native city is bei
who want to know more about the activity of the Chamber of Contri
supervising body of a new type in Russia. -
Chairman of the Chamber of Control and Accounts of Moscow
Dvurechenskikh Victor Alexandrovich

Meeting of CCAM council on the external audit




Measures on providing information security

—

Adoption of the internal document on information security E E G

and regulating the access to some certain resources |
o0 o'

Briefing of users on the issues of meeting
security demands and control over their
fulfilment

Program-technical tools providing information security | ////




Central router with a network display

provides interaction of the network segments

- controls interaction of the external
information systems, such as

9 the system of remote financial
document circulation of Federal
Treasury and other similar systems

Regional information-analytical system
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- independent system of the access control e e =
with a multistage security = e

- identification of the equipment by the address
- certificates of cyphering and authenticating MW ol == _:,

- authentication by the name and code

- cyphering communication channels



The Accounts Chamber of Vladimir Region
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The Accounts Chamber of Vladimir Region
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THE PORTAL OF STATE AND MUNICIPAL FINANCIAL AUDIT

COCTABMIIA CYMMA
BBIABNEHHbIX

) HAPYILIEHWA,
JONYLLEHHBIX TTPU
PACXOOOBAHMM
BOIKETHbBIX CPEACTB

1966,24/0,05 |

%

855,51/0

Hapywe+us seneHua
GyxranTepLxoro yueta,
COCTARNEHMA W
NpenCTAENEHHA
Byxranrepcxoi

610,34/0,04

Hapywenua npu
HOPMHDOBIHMM M
WCMOMHEHMM BHOAKETOR

87,27/0,0009 44,04/0

Hapywenua npu HeofecneugHue
OCYLECTENEHHM IDDEKTHEHOCTH W
TOCYOAPCTEEHHEIX PE3YNLTATHEHOCTH
(MyHHLHNAABHBIX) WCNONL30BAHUA CPEOCTE

32KYNOK W 33KVTIOK

0,28/0

Hapywesua B chepe
B3HKOBCHOR
AEATENLHOCTH,

rOCYLapCTEEHHEIX
KOPMOPAUMIA 1 KOMNEHMI

CYMMbl BbISIBJIEHHBIX HAPYLLEHWI MO BUOAM HAPYLLEHWH 3A 2017 rofl, MJIP[, PYE.
OPTAHAMY ®MHAHCOBOTO KOHTPO/ISt HA TEPPUTOPHIA PO / OPTAHAMY ®MHAHCOBOTO KOHTPOJ1A BIIAZMMPCKOI OBNTACTH

367,20/0

MHbie HapylweHda 1
HEOOCTITHH

1,70/0,008

Hapywexua 8 chepe
YIIPBAEHAR W
DECROPMHEHNUS
rOCY4apCTEeHHOR
[MyHULMNZNEHOR)
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Thank you for your attention!
Phone: +7(4922)35-42-33

E-mail: schpalata@spvo.ru

Web: www.spvo.ru




