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Every month
Number of virus attacks 3%
Number of attacks on Web-services

Number of the devices 
and e-wallets theft

≈ 12 million

2,5%
3,5%

Number of new 
malicious software



Possible effects of inefficient security of the systems and networks

• Unauthorized access, release, altering, destruction of information related to the
national security

• Loss and theft of computer resources, assets and funds

• Impairing networks and equipment

• Destruction of critical infrastructure providing the national security

• Disruption of performing the inherent functions by the government institutions

• Unauthorized applications of computer resources

• Great expenses on restoration



The Netherlands
41 543 sq.km.

Volgograd Region
112 877 sq.km.

Leningrad Region
83 908 sq.km.

Orenburg Region
123 702 sq.km.

Rostov Region
100 967 sq.km.

Stavropol Territory
66 160 sq.km.

Tver Region
84 201 sq.km.

Kabardino-Balkarian Autonomous 
Republic 12 470 sq.km.

The Republic of Tatarstan
67 847 sq.km.

St. Petersburg
1403 sq.km. Moscow

2561,5 sq.km.

Tyumen Region
160 122 sq.km.

Yamalo-Nenets 
Autonomous Okrug
769 250 sq.km.

Samara Region
53 565 sq. km.

Vladimir Region
29 084 sq.km.

Kazan
425,3 sq.km.



The Russian 
Federation

10 place

24 place

193 
countries

Global Cybersecurity Index

12 place
15 place

32 place

8 place

18 place
19 place



First, it is necessary to create quite new and flexible regulatory database for 
introducing digital technologies in all spheres of life. All the decisions must be made 
in the light of providing information security of the state, business and citizens…»

St. Petersburg International Economic Forum (2017)

«In order to increase our 
personnel, intellectual, 
technological advantages in 
digital economics, we are 
going to act in the areas 
having the system meaning. 



270 inhabited localities are connected to the 
Internet; 240 rural communities being among them

- investments in information and communication
technologies in the sphere of state administration

There were built more than 6 000 km of fiber-optic
communication lines including 1 500 km in the countryside

347 000 households received an access to a high-speed
Internet and digital television

Vladimir Region

2,3 billion rubles



mobile network

IP-telephony

PSTN

Video on Demand

the Internet

Multiservice network has been 
created

More than 62% of citizens use the 
mechanism of obtaining services in a digital form

Public Services Portal of the Russian 
Federation provides
122 public services



Vladimir Region
Information systems

- more than 4,5 
million applications

«Electronic school» 
- more than 400 
schools

- 700 000 users

- 32 offices«Electronic college»



Cyber- physical 
systems

System of information 
modelling

Internet of thingsSmart city

Technology of “big 
data” collection and 
analysis 

Technology of the 
registers distribution
(«blockchain»)

Tools of realizing the concepts of 
electronic economy



Auditor in digital economy

risk-management

IT technologies analysis and counsel
cybersecurity

taxation

legal framework

object-oriented 
programming

strategic 
management

digital technologies in the 
area of database 
management systems

data processing 
and analysis

There is a need for a 
new qualitative level of 
training auditors having 
the knowledge in the 
area



Accounts Chamber of the Russian Federation



File server

Active Directory
Global Catalog 

Server

WSUS

Consultant +

Certificate 
Authorization 

WKS of the 
Chamber of Control 

and Account
(98 stations)

Government. 
«Delo»

E-mail 
server

Complex of external 
threat protection 

KERIO Control

Personal 
Certificate

Personal 
Certificate

System of the remote access to the e-documents of the 
Chamber of Control and Accounts of Volgograd Region

Remote users

Notebook

Notebook

VPN tunnel  
Certificate verification

VPN tunnel based on the 
certificate by RDP protocol

Scheme of secured 
remote connection

The Internet

Frame-
interleave 

transfer server



The Chamber of Control and Accounts of Moscow (CCAM)

Meeting of CCAM council on the external audit 







The Accounts Chamber of Vladimir Region



The Accounts Chamber of Vladimir Region

Reading the dataView the dataTop-10 purchases in December 2016
by the initial (maximum) contract price 



THE PORTAL OF STATE AND MUNICIPAL FINANCIAL AUDIT 
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Thank you for your attention!

Web: www.spvo.ru

Phone: +7(4922)35-42-33

E-mail: schpalata@spvo.ru


