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“… For the most part, auditors 
use legacy processes that are 
not much different from those of 
fifty years ago, except that they 
have been computerized. 

The emphasis has been on 
improving efficiency, and while 
effectiveness has improved as 
well, there has not been the 
quantum leap that technology 
can enable”.

AICPA, 
White Paper
Agosto 2014
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• Fight against fraud and corruption
• More useful and understandable reports
• Quality of audits
• Introduce the new technical standards
• Performance and environmental audits
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Main challenges to be faced by RAIs

Digital
Transformation

(Revolution?) 

Digital
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• Electronic administration
• Big Data

• Audit Data Analytics
• Data visualization
• Cognitive technology (AI)
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Importance of 
cyber issues
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Cyber threats
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Cyber security: NIS Directive
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Action Areas / Answers

RISKS

OPPORTUNITIES

RISKS

OPPORTUNITIES

Digital RevolutionDigital Revolution

ACTION:

• Technical standards (ISA+ISSAI)
• Guidelines (GPF-OCEX)
• Training of current staff
• New technological skills
• Integrated teams
• Cyber security
• Techniques for digital analysis
• Visualization techniques
• Cognitive technologies (AI)
• IT auditing

Process 
reengineering

ACTION:
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• New technological skills
• Integrated teams
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• IT auditing

Process 
reengineering

“The challenges of the 
immediate future (disruptive 
technology  changes, among 
others) require a proactive 
response from auditors.”

“Transformation will also 
require  new areas of 
knowledge as well as 
indispensable introduction of 
intelligent systems in 
processes (Big Data analytics, 
predictive programmes and 
cyber security solutions).”

Daniel Faura
10/10/2016
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Audit Office    - Strategic plans I & II

Training 
+

New skills

TeamMate ACL
GTS
(1)

IT audit 
unit (UASI) 

(5 system 
auditors)

Audit 
teams

(60)

Paperless 
Technology 

ADA
Technology Organisation Methodology

R 12 R 12 + IC audits
+ support Risk approach

2005

2018

Audit Manual
(ISSAI-ES/NIA-ES)

IT Audit
Cyber security

Individuals

Schedule/
positions

Strategic Plan 
2019-2021
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“Emerging technology, and 
the challenges it brings to 
organizations and 
industries, presents many 
possibilities for the 
accountancy profession.

Over the coming years, we 
are going to need to adapt 
to technological disruption, 
harness artificial 
intelligence, and provide 
guidance on 
cybersecurity”.

Olivia Kirley, 
IFAC President 

23/8/2016

New audit guides (ASOCEX)
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New audit guides (ASOCEX)
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“A new type of audit 
requires a new type of 
auditor. 

It will continue to be 
substantial that auditors have 
a sound understanding of the 
essentials of auditing.

But a wide range of 
advanced knowledge, 
including the use of analysis 
tools will be required .”

Thomas Davenport

2016

Staff and teams specialising in:

• IT audit. 

• Data Analytics, Big Data and Cloud analysis.

• Tools for data analysis and visualization.

• Cyber security.

Auditors in general:

• Should have a high level of technological know-how /  
technological expertise, deeper than the currently existing.

• Training actions for the current practitioners and future 
professionals addressed to the new needs should be 
established.

New skills for public auditors



E-government and electronic evidence
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The information and data circulated, stored or processed in an 
information system must meet a number of characteristics 

(availability, authenticity, integrity, and confidentiality) to be 
ensured by security controls, 

as requested by the Directive on Cyber security.

External auditors should review the internal controls 
designed and implemented in information systems to 

ensure that the data used as source of evidence meet such 
characteristics.



Cyber security: New Practical Audit Guide GPF-
OCEX 5311

The purpose of this guide is to serve as an introduction to the challenge that cyber security 
presents in the activity performed by RAI auditors, raise awareness of its importance  and set 

subsequent lines of development of a practical audit guide for RAIs (GPF-OCEX). 13
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Main approaches of a cyber security audit

• Perform a cyber security audit which consists in a thorough analysis of the issue 
in a given agency/entity. 

This could be similar to a security audit required by the ENS or an audit that is aligned with ISACA 
methodology. 

Such a work involves very intense dedication of specialized staff both for the auditor and the audited 
body.

• The review of aspects directly linked to the significant areas audited when 
performing a financial audit. 

It will consist of the revision of the ITGC relates solely to the significant areas of the audited body for the 
purposes of the financial audit. >>>> Practical Audit Guide for RAIs (GPF-OCEX 5330)

• The review of a set of basic cyber security controls.
It will enable to have an overall view of the situation of the audited entity and does not require the  
allocation of excessive specialised resources either from external auditor or from the audited body. >>>> 
Practical Audit Guide for RAIs (GPF-OCEX 5313)
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Procedures for reviewing ITGCs
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•A.1 IT organisation and staff
•A.2 Strategy
•A.3 Policies and procedures
•A.3 Regulatory compliance

Organisational 
framework

• B.1 Acquisition of IT applications and systems
• B.2 In-house development of IT applications
• B.3  Change control

Change 
management

• C.1 Hardware and software inventory C.5 Physical safety
• C.2 Control procedures in operation C.6 Outsources services
• C.3 Incident management C.7 Secure configurations
• C.4 Antivirus C.8 Audit Log monitoring

IT 
operations

• D.1 Networks and communications protection
• D.2 User management procedures
• D.3 Identification arrangements and authentication mechanisms
• D.4 Controlled use of administrative privileges

Access to 
data and 

programmes

• E.1 Data backups
• E.2 Continuity and recovery plans

Service 
continuity

IT
G

C
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Cyber security audit
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Example CIS 4, Controlled use of administrative privileges

 Verify that there is a procedure ensuring that Administrator privileges 
are restricted to those cases where it is necessary and that 
administrator accounts are used only when necessary

 Verify if the activities of system administrators and users is recorded 
and reviewed.

 Review the lists of users with privileged access and check if the 
number of users is appropriate. Verify that the access is appropriate 
on the basis of the functions of the post.

Cyber security audit tests
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 Verify that the audited entities have a degree of resilience 
against cyber threats appropriate to the services they 
provide

 Improve the effectiveness of controls for cyber security in 
the audited entities

Objectives of cyber security basic review 
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Information System Security:  legal requirement for the Audit 
Office
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